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Samsung Galaxy Note
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Ingredients

BN Curves

Pairings

Faster formulas ABE protocol
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Receta

Figure: Modelo de implementación
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Results

ARMv7 Cortex A9 Dual Core
Galaxy Tab 10.1 Galaxy Note

Field Operation nVidia Tegra 2 Exynos 4
@1.0Ghz @1.4Ghz @1.4Ghz

NEON

Fp2 mul 3.410 2.443 1.811
cua 2.405 1.720 1.433
inv 39.25 28.01 26.85

Miller Loop 8313 5963 4807
Final Exponentiation 5269 3291 2891
Pairing 13582 9727 7698

Table: Times in µs
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Results

Miller Final Pairing
Loop Exponentiation

[Acar et all., 2012] 26, 320 24, 690 51, 010

[Grewal et all., 2012] (ASM) 7, 376 4, 510 11, 886

This work (NEON) 6, 730 4, 047 10, 777

Table: Aprox. cpu cycles (1× 103)
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Attribute-Based Encryption (ABE)

Figure: Attribute-Based Encryption
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Results ABE

Key Generation Delegation

Encrypt Decrypt
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Summary

1 We implement a cryptographic library for pairings

2 NEON gave us an improvement of 20%

3 ABE was implemented using the library

4 Buy a Samsung Galaxy Note
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¡GRACIAS!
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